IHAMATKA 110 BE3OITACHOCTHU B UHTEPHETE

C Ka)XIbIM TOJIOM MOJIO/IEKH B MHTEPHETE CTAaHOBUTHCS OOJIbIIIE, a IIKOJIBHUKHN OJJHU U3 CAMbBIX aKTUBHBIX
noas3oBarenei Pynera. Mexay TeM, HOMUMO OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEM, HHTEPHET HECET U
mpoOIeMbl. DTa maMsATKa JOJKHA TOMOYb Tebe Oe30IMacHO HaXOAUTHCS B CETH.

KomnbloTepHbIe BUPYChI

KomnbroTepHblit BUPYC — 3TO pa3HOBUAHOCTh KOMITBIOTEPHBIX POTPaMM, OTJIIMYUTEIBHOI 0COOCHHOCTHIO
KOTOPOH SIBJIIETCS CIIOCOOHOCTD K Pa3MHOXKEHUIO. B ornosnHenune kK 3ToMy, BUPYChl MOT'YT NTOBPEIUTH WIH
MOJTHOCTBIO YHUUTOXKUTH BCE (hailyibl U TaHHBIE, TOJKOHTPOJILHBIE TIOJIb30BATEIN0, OT UMEHU KOTOPOro Oblia
3allyllleHa 3apakE€HHas IPOrpaMMa, a TaKk)Ke MOBPEIUTh WIN Jake YHUUTOKUTH ONEPALlMOHHYIO CHCTEMY CO
BceMH (paiinaMu B 11es10M. B O0JIBIIMHCTBE ClTydaeB paclpoCTPaHSAIOTCS BUPYChI Yepe3 UHTEPHET.

Metoabl 3a1IUTHI OT BPEAOHOCHBIX IPOrpamMM:

e lcnonb3yii COBpeMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIA YPOBEHD 3AIUTHI OT
BPEIOHOCHBIX MTPOTPAMM;

e TlocTostHHO ycTaHaBIMBal mauTH (U(POBBIC 3aMIATKH, KOTOPHIE ABTOMATHYECKU YCTAaHABIMBAIOTCS
C IENBI0 JOPAOTKHU MPOTPaMMBbl) U JIPYTrHe OOHOBJICHHS CBOSH ONepaIiMoHHO# cucteMbl. CKaunBaii
UX TOJIBKO ¢ opHuIIMaIbLHOTO caita pazpadorunka OC. Ecnu cymecTByeT pekuM aBTOMaTHIECKOTO
OOHOBJICHUSI, BKIIIOYH €T0;

o Palortaii Ha cCBOeM KOMIIBIOTEPE TTO/1 MPAaBaMHM MOJIB30BATENA, a HE aIMUHUCTPATOpa. ITO HE
MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX IIPOrpaMM MHCTAJUIMPOBATHCS HA TBOEM IEPCOHATIBHOM
KOMITBIOTEPE;

o Hcnonb3yil aHTUBUPYCHBIE IIPOrPAMMHBIE IIPOAYKTBI U3BECTHBIX IPOU3BOJUTENEH, C
aBTOMATHUYECKUM OOHOBIIEHHEM 0a3;

e Orpaanub (HpU3HUECKUN JOCTYI K KOMITBIOTEPY JUIsl IOCTOPOHHUX JIUIL;

o Vcnonp3yii BHEIIHUE HOCUTENH WH(POPMALINHU, TaKUE KakK (hJIelka, TUCK WiIu (aiiia U3 UHTepHeTa,
TOJIKO U3 MPO(GEPEHHBIX HCTOYHUKOB,

e He oTkpsiBait KOMIbIOTEpHBIE (alIbl, TOJTYYCHHBIC U3 HEHAAEKHBIX HICTOYHUKOB. [laxe Te daitibl,
KOTOpBIE MpHCIall TBOW 3HAKOMBIH. JlydIlie yTouHU y Hero, OTIIPABIIsUI JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - 310 He B Tiepeiaun JaHHBIX, HE TEXHOJOTHsI, a BCEro JIUIbh OpeH, Mapka. Emie B 1991 roay
HUJIepIIaHIcKas KoMnaHus 3apeructpuponaina opens « WECA», uro 0603Ha4ano cioBOCOYETaHNE
«Wireless Fidelity», KoTopblil mepeBoAUTCS KaK «OeCpoBOAHAs TOYHOCTHY. [l0 Halero BpeMeHH Jomuia
npyrasi abOpeBuarypa, KoTopas sIBISETCs TaKoi ke TexHonoruei. 9to abopesuarypa « Wi-Fi». Takoe
Ha3BaHUE OBLJIO JaHO C HAMEKOM Ha CTaHJapT BBICIINI 3ByKOBO#M TexHHkH Hi-Fi, yTo B mepeBoje o3HavaeT
«BBICOKAsi TOYHOCTHY.

Ja, 6ecruiaTHBI HHTEPHET-IOCTYT B Kade, OTEeNAX U adpoIopTax SBISIETCS OTIIMYHON BO3MOXKHOCTBIO
BBIX0J1a B MHTEpHET. HO MHOTHE SKCIIEPThI CUMTAIOT, YTO 00mmeaocTymHbie Wi-Fi ceTu He sBistoTes
0€30IaCHBIMU.

CoBeTsl 0 0e30MaCHOCTH padoTe B 001IeAOCTYMHBIX ceTax Wi-fi:

e He nepenasaii cBoto mnunyo uHGopmarnmio yepe3 odmenocrynasie Wi-Fi ceru. Paboras B HUX,
KeIaTeJIbHO He BBOAMTH TAPOJIH JIOCTYIIA, IOTHHBI i KAKKE-TO HOMEPa;

e Hcnonp3yit 1 OOHOBIISH aHTUBUPYCHBIE TPOTrpaMMBbI B OpaHaMayep. Tem caMbIM Thl 00€30TacHIIIb
ceOs OT 3aKa4Ku BUpYCa Ha TBOE YCTPOHCTRO;
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e IIpu ucnonszoBanuu Wi-Fi otkimoun ¢pynkiuto «O0muil goctyn K daiaam u npuaTepam». JlanHas
(GYHKIHS 3aKpBITa 0 YMOJTYAaHUIO, OJHAKO HEKOTOPBIE ITOJIB30BATENIN aKTHBHPYIOT €€ I yIo0CTBa
UCIOJIb30BaHUs B paboTe nin yuede;

o He ucnone3yit nyoanunsiii WI-FI ni1s nepenaun TUYHBIX JaHHBIX, HATPUMED IS BBIXO/A B
COLIMAJIbHBIC CETH MJIU B DJIEKTPOHHYIO IOYTY;

e Hnonp3yit Toapko 3amuiennoe coenquuenne uepe3 HTTPS, a ne HTTP, T.e. mpu HaGope BebG-aapeca
BBO/IM UMEHHO «https://»;

e B MoOunbHOM Tenedone orximoun Gpynkiuio «llogkmouenue k Wi-Fi aBromatnueckn». He
JOTyCKail aBTOMaTHIECKOTO TOAKIIOUEHUS yCTpoiicTBa kK ceTssM Wi-Fi 6e3 TBoero cormacusi.

ColmanbHbIe CETH

CornuanbHble ceT aKTUBHO BXOJST B Hally )KH3Hb, MHOTHE JIIOJU padOTaIOT U )KUBYT TaM MIOCTOSIHHO, a B
Facebook yxe 3apernctpupoBan MIJITHAP/T YETOBEK, YTO SBIISICTCS OJHOW CEIbMON BCEX KUTEJCH IIaHETHI.
MHorue nojap30BaTeNN HE TOHUMAIOT, YTO HHPOpMAIHs, pa3MelIeHHAsi UMU B COLIMANIBHBIX CETSIX, MOXKET
OBITh Hali/IcHA U MCIIOIh30BaHA KEM YTOJHO, B TOM YHCIIE HE 00513aTENBHO C OJaruMu HaMEpEeHHUSIMHU.

OcHoBHbIE COBETHI 10 0€30MACHOCTH B COIUATBHBIX CETAX:
e OrpaHnub CIIUCOK JIpy3ei. Y TeOs B IPy3bAX HE JOHKHO OBITH CIIYYalHBIX M HE3HAKOMBIX JIFOJICH;

e 3amuiai CBOIO YaCTHYIO *U3Hb. He yka3wiBait maposu, TenedoHsl, aapeca, 1aTy TBOETO POKICHUS
U APYTYIO JINYHYIO0 HH(pOpMaILHio. 310yMBIIUIEHHUKA MOTYT UCIIOJIb30BaTh Jake MH(OPMALIUIO O
TOM, KaK Tbl ¥ TBOU POIUTENH INIAHUPYETE MIPOBECTU KAHUKYIIBL,

e 3Bammiai CBOIO penmyTaluio - IEPKH €€ B YHCTOTE U 3a/1aBail cebe BOIPOC: XOTEN ObI ThI, YTOOBI
JpyTHe TOJIb30BaTEIH BUIEIH, YTO ThI 3arpyxaes? [lomxymaii, mpexae ueM 4To-TO OMmyOIuKOBaTh,
HaIKCaTh U 3arPy3UTh;

o Ecinu TbI TOBOpHILB C JIFOJIBMH, KOTOPBIX HE 3HACIIb, HE UCIOJIB3YH CBOE PEANIbHOE UMl U IPYTYIO
JUYHYI0 HH(POPMAIIMU: UMsI, MECTO JKUTEIILCTBA, MECTO YUeOBl U Ipoyee;

o U30eraii pazmerienus ¢ororpaduii B IHTEpHETE, T/1€ THI MU300pa)KeH Ha MECTHOCTH, IO KOTOPOI
MOXHO OTIPENICIIUTH TBOE MECTOIOI0KEHHE;

o Ilpu perucrpanuu B COHAIBHON CETH HEOOXOINMO HCIOIb30BATh CIOKHBIC MTAPOIIH, COCTOSIIUE U3
OyKB U (P U ¢ KOTUIESCTBOM 3HAKOB HE MEHEe §;

e JIns conuanbHON CETH, TOYTHI U APYTUX CAUTOB HEOOXOIMMO UCIIONB30BaTh pa3HbIe mapoyu. Torma
eciu TeOsI B3JIOMAIOT, TO 3JIOYMBINUICHHUKY TOJTYYaT JOCTYH TOJIBKO K OJJHOMY MECTY, a HE BO BCE

cpasy.

DJIEeKTPOHHBIE IEHBI'!
DNEeKTPOHHBIC IEHBIM — 3TO OYEHBb YIOOHBIN CITOCO0 IIaTeXeH, 0JJHAKO CYIIECTBYIOT MOIIIEHHUKH,
KOTOPBIC XOTST MOJTYYUTh ITH JACHBTH.

DNEeKTPOHHBIE JEHBIU MOSIBUIMCH COBCEM HEJJABHO M UIMEHHO M3-3a 3TOr0 BO MHOTHUX T'OCYJapCTBAaX /10 CUX
MOp He MPOMKCAHO MPO HUX B 3akoHaX. B Poccuu ke oHn QyHKIIMOHUPYIOT U O HUX yXK€ MPOMHCAHO B
3aKOHE, TJIe UX pa3AelisiioT Ha HECKOJILKO BUIOB — aHOHUMHBIE U HE aHOHUMHbIE. Pa3Huna B TOM, 4TO
aHOHHMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcsi MPOBOJUTH Onepannuu 6e3 uaeHTuUKaIMy MoJIb30BaTes, a B
HEAaHOHMMHBIX UJCHTU(QHUKAIIUY TT0TH30BaATENS SBISETCS 0053aTeIbHOM.

Taxoke crnemyer pa3nuyarh JIEKTPOHHBIE (PHATHBIC IEHBIH (PaBHBI TOCYApCTBEHHBIM BaJIIOTaM) U
AJICKTPOHHBIC He(DUaTHBIC ACHBIH (HE PaBHBI TOCYIaPCTBEHHBIM BaJIIOTaM).

OcHOBHBbIE COBETHI 10 0e30MacHO padoTe ¢ 3TeKTPOHHBIMHU J€eHbIAMHU:
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o [lpuBsbku K cueTy MOOMIIBHBIN TeseOoH. DTO caMblil YIOOHBIN U OBICTPHINA CITOCOO BOCCTAHOBUTH
noctyt k cuety. [IpuBsizanHbIN TenedOH MOMOXKET, €ClId 3a0yAeIIh CBOM IJIATEKHBIN Mapoh I
3aiiIelllb HAa CalT ¢ HE3HAKOMOI'0 YCTPOMCTBA;

o Ucnons3yii oqHOpa3oBble naponu. [locne nepexona Ha yCUIICHHYIO aBTOpU3alLUIo TeOe yxke He
OyzeT yrpokaTh OIACHOCTb Kpa)ku WJIM TepexBaTa IJIaTeXHOI o MapoJis;

e Bri0epu cnoxubIi 1apodib. [IpecTynarkaM OyieT He MPOCTO yraaaTh CIOXKHBIN naposis. Hagexxubie
MapoJIu — 3TO MapOJIH, KOTOPbIE COAEPKAT HE MEHEe 8 3HAKOB U BKIIIOYAIOT B ce0s CTPOUYHBIE U
MPOMHUCHBIE OYKBHI, ITUGPHI U HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HaK JoJiapa, GyHTa,
BOCKJIMIIATENbHBIN 3HaK | T.1. Hampumep, $tROng!;;

o He BBOIUM CBOM JIMUHBIE TaHHBIC HA CalTax, KOTOPHIM HE JIOBEPSIEIIIb.

DJIEKTPOHHA 10YTa

DJEeKTpOHHAs T0YTa — 3TO TEXHOJIOTHUS U NMPEAOCTABISIEMbIE €10 YCIYTH 10 NEPEChUTKE U MOTy4YEHUIO
AJICKTPOHHBIX COOOIICHHM, KOTOPBIE PACIIPEACIISIOTCS B KOMITBIOTEPHOM ceTH. OOBIYHO 3JIEKTPOHHBIHN
MOYTOBBIN AUIUK BBITJISAUT CIEIYIOMIMM 00pa3oM: UMS_TOJb30BaTeNss(@umMs_aoMeHa. Takke Kpome
nepeayn MPOCTOTO TEKCTa, UMEETCSl BO3MOXKHOCTh IepPeIaBaTh (Daubl.

OcHOBHBIE COBETHI 10 0€e30MaCHON padoTe ¢ IJIEKTPOHHOM MOYTOM:

e Hapo BeIOpaTh MpaBMIIBHBIN MOYTOBBINA CEPBUC. B HHTEpHETE €CTh OTPOMHBIN BHIOOP OECILTATHBIX
IMOYTOBBIX CEPBHUCOB, OAHAKO JIYUHIC JOBCPATH TCM, KOI'O 3HACIIb U KTO HepBBIfI B peﬁTHHFG;

e He ykaspIBaii B TMYHOM mouTe JIMUHYI0 HH(popMmaruo. Hanpumep, iydiie BeIOpaTh
«My3BIKaTbHBIN _(panaT@» mim «pok2013» BmMecTo «remal3;

o lcnonb3yil AByX3TalHYO aBTOPU3ALMI0. JTO KOI'/1a IOMUMO IapoJisi HY’)KHO BBOAMUTH KOJ,
NpuUchLIaeMblii 1o SMS;

e Bri0epu cnoxxHbBIN 11aposib. st KaXa0ro MOYTOBOTO SIIIIUKA JOJKEH OBITh CBON HAJC)KHBIMN,
YCTOWYMBBIN K B3JIOMY I1apOJIb;

e Ecnu ectb BO3BMOXKHOCTH HAIUCATh CAMOMY CBOM JIMYHBINA BOMPOC, UCTIOIB3YH 3Ty BO3MOXKHOCTb;

e Hcnonb3yit HECKOJIBKO MOYTOBBIX SIIIUKOB. [IepBbIi /11 4aCTHOM MEPENUCKHU C aJipecaTamu,
KOTOPBIM ThI IOBEPSCIIb. ITO ANEKTPOHHBIN aipec HE HAJ0 UCIOJIB30BaTh IIPU PETUCTPALIUY Ha
dopymax u caiitax;

o He oTtkpsIBail (aiisl 1 gpyrue BIOKEHUS B MMChMAaXx Ja)Ke €CJIM OHU MPUILIN OT TBOUX JPY3eH.
Jlydiie yToYHM y HUX, OTIIPABIISUIM JIM OHU TeOe 3TU (Qailiibl;

o [locie okoHyaHust pabOTHI HA TOYTOBOM CEPBHCE MEPE] 3aKPHITHEM BKJIQJIKU C CATOM HE 3a0y/b
Ha)kaTh Ha «BeIATIY.

KuOepOyuIMHT WIu BUPTYaJIbHOE U3/1eBATEILCTBO
KubepOymauar — mpecnegoBaHue COOOIICHUSIMH, COIEPKAIIMMHU OCKOPOJICHUS, arpecCHio, 3alyTMBaHMUE;
XYJIUTaHCTBO; COIMANbHOE OOMKOTUPOBAHUE C MMOMOIIBIO PA3IMUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 10 00pbLOE ¢ KHOEPOYIJIMHIOM:

e He Opocaiics B 60ii. JIyummii crmoco6: mocoBeTOBaThCSA Kak ce0s1 BECTH U, €CJTH HET TOT0, K KOMY
MOJKHO 0OpaTUTHCS, TO BHAYAJIE YCIIOKOUTHCS. ECiM ThI HAYHEIIh OTBEYaTh OCKOPOJIICHUSIMH Ha
OCKOpOJIEHUS, TO TOJIBKO elle OOJIbIle pa30kKelb KOH(IUKT;

e VYmpansit cBoeil kubeppernyTaiuen;

e AHOHHMMHOCTH B ceT MHUMasl. CyIIecTBYIOT ClIOCOOBI BBISICHUTD, KTO CTOMT 32 aHOHUMHBIM
aKKayHTOM;
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e He crout Bectu Xynuranckuii 00pa3 BUpTyanbHOU ku3HU. IHTEpHET PUKCHpyeT Bce TBOM JIEHCTBHS
U COXpaHseT uX. Y JAIUTh UX OyleT KpaiiHe 3aTpyJHUTEIbHO;

e CoOmnromait CBOM BUPTYaJbHYIO YECTh CMOJIOIY;

e HrHopupyii emuHUYHBIN HeraTuB. OTHOPA30BbIE OCKOPOUTENHHBIC COOOIIEHHUS JTyUIIIe
UTrHOpUpoBaTh. OOBIYHO arpeccHst MPeKpaIlaeTcsl Ha HauYalbHOM CTa/Iny;

e ban arpeccopa. B mporpamMmmax o6MeHa MTHOBEHHBIMU COOOIIIEHUSIMHU, B COLIUATIBHBIX CETAX €CTh
BO3MOYXHOCTh OJIOKUPOBKH OTIHPABKU COOOILIECHHI € ONpeieIeHHBIX a/IpeCcoB;

o Ecnu 161 cBUaeTENns KNOEpOyUIMHTa. TBOM NEHCTBHS: BHICTYIIUTH POTUB MIPECIICI0BATEINS,
II0Ka3aTh €MY, YTO €r0 IEUCTBUS OLICHUBAIOTCS HETAaTUBHO, MTOAJEPKATh XKEPTBY, KOTOPOH HYKHA
MICUXOJIOTHYECKasi TOMOIIb, COOOIIUTH B3POCIBIM O (DaKTe arpeCCUBHOTO MOBEICHHS B CETH.

MoOuabHBIN TeaehoH

CoBpeMeHHbBIE cMapT(HOHBI ¥ TUIAHIICTHI COJICpXKaT B ceOe BIOJTHE B3POCIbIA (DYHKIIMOHAI, ¥ TeIIePh OHU
MOTYT KOHKYPHPOBAaTh CO CTAI[AOHAPHBIMU KOMITbIoTepamMu. OHAKO, CPEJICTB 3aLTUTHI IS TTOT00HBIX
YCTPOMCTB MOKa 04eHb Maio. TecTupoBaHKE U TIOUCK YSA3BUMOCTEHN B HUX IMPOUCXOANT HE TaK MHTEHCHUBHO,
kak a7s [IK, To ke camoe kacaetrcs 1 MOOUIIBHBIX mpuioxeHui. CoOBpeMeHHBIE MOOMITbHBIE Opay3ephl yxke
MPAKTUYECKH IOTHAIH HACTOJIBHBIC aHAIOTH, OJIHAKO paclIupeHre (YHKIIMOHATIA BICUYET 3a COOOU
OOJIBIIYIO CII0KHOCTh M MEHBIITYIO 3aIIUIIEHHOCTh. J[ajexo He Bce MPOU3BOJUTENN BhITYCKAIOT
OOHOBJICHHS, 3aKPBIBAIONINEC KPUTHICCKUE YA3BUMOCTH JJII CBOMX YCTPOUCTB.

OcHoBHbBIE cOBeTHI 1JIs1 0€30MaCHOCTH MOOWJIBHOTO TeJie)oHA:

e Hwuuero He sBHsIeTCS MO-HACTOSIIIEMY OecIuTaTHBIM. Byib OCTOpO’KEH, Bellb KOT1a TeOe mpeiaraloT
OeCTuUTaTHBI KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KAKHE-TO TUIATHBIC YCIIYTH;

o Jlymaii, mpexae ueM otnpaButh SMS, ¢hoto unu Buaeo. Thl TOUHO 3HaCIIb, T1e OHU OYAYT B
KOHEYHOM HuTOre?

e Heo06xoanMo 0OHOBIATH ONEPALMOHHYIO CUCTEMY TBOETO cMapT(hoHa;
e Hcmons3yii aHTUBHPYCHBIE TPOTPAMMBI JUII MOOMIIBHBIX TENe(OHOB;

o He 3arpyxaii mpuito>KeHUsI OT HEU3BECTHOTO HCTOYHHKA, BEb OHH MOTYT COJIEP)KaTh BPEIOHOCHOE
porpaMMHOe oOecrieueHue;

o [Tlocne Toro Kak Thl BBIiIEIIb C CaliTa, I'7i€ BBOIWII JHUHYIO HH(POPMALINIO, 32l B HACTPOHKHU
Opay3sepa u ynanu cookies;

o [lepnonnyecku npoBepsiii Kakue IUIaTHBIE YCIyTH aKTHBHPOBAHBI HA TBOEM HOMEPE;
o JlaBaii cBOif HOMep MOOMIIBHOTO TeJe(oHa TOJIBKO JIFO/SIM, KOTOPBIX Thl 3HACIIH M KOMY JOBEPSICIIb;

e Bluetooth qomken ObITH BEIKIIIOYEH, KOT/Ia ThI UM HE MOJIB3yenibesi. He 3a0bIBait HHOT/Ia TPOBEPSTH
3TO.

Online urps
CoBpeMeHHBIE OHJIAWH-UTPBI — 3TO KPACOYHBIE, 3aXBaTHIBAIOIINE PA3BIICUEHUS, 00bEIUHSIONINE COTHU

TBICSIY YEJIOBEK MO BceMy MUpy. Urpoku UCCIeyIOT JaHHbIM UM MUD, OOLIAIOTCS APYT C IPYTOM,
BBITIOJHSIOT 33JJaHUsl, CPAKAIOTCS C MOHCTPaMH U MOJIY4alOT ONBIT. 32 yIOBOJbCTBUE OHHU ILJIATST:
MOKYTAIOT JUCK, OTJIAYMBAIOT a00OHEMEHT WJIM MIPHUOOPETAIOT KaKMUEe-TO OIIUH.

Bce a1 cpencTBa uayT Ha mojepKaHUe U pa3BUTUE UTPHL, a TAK)KE HA caMy O€30MacHOCTb:
COBEPIICHCTBYIOTCS CUCTEMbI aBTOPU3ALIMH, BBIITYCKAIOTCA HOBbIE AaT4X (LI POBbIE 3aTUIATKH JIsI
IIPOTrpaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEpBEpOB. B 1m0I00HBIX UIpaX CTOUT ONAcaThCS HE CTOIBKO CBOUX
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COIEPHUKOB, CKOJILKO KpPasky TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa cHCTeMa aBTOpU3aluy OOJIBIINHCTBA
Urp.

OcHOBHBIE COBETHI N0 0€30MACHOCTH TBOEr0 HI'POBOIo aKkKayHTa:

e Ecmum npyroit urpox BeneT ceds TIoXo Uik co37aeT Te0e HeMPUATHOCTH, 3a0JIOKUPYH €ro B CITUCKE
UTPOKOB;

o Tloxanyiics aIMUHUCTPATOPaM UTPHI HA TJIOX0E MOBEJIEHUE 3TOT0 UTPOKA, KEJIATeTbHO MPUIIOKUTh
KaKHe-TO JI0Ka3aTeIbCTBa B BU/I€ CKPUHOB,;

o He ykaspIBaii muuHyr0 nHMOpMAIUIo B mpodaiiiie urpsl;
e VYBaxall ApyruX y4acCTHUKOB II0 UTPE;

e He ycranaBnuBaii HeoduIUaTbHbBIE TTATYA U MOJIBI;

o Hcnonb3yii ClI0KHBIE U Pa3HbIE NIAPOJIU;

e Jlaxke BO BpeMsi UTPbI HE CTOUT OTKJIIOYATh aHTUBUpPYC. [1oka ThI Urpaelb, TBOM KOMITBIOTEP MOTYT
3apa3uTh.

@OUIIMHT WK KpaXka JINYHBIX TAHHBIX

OObIuHOM Kpaskell IeHeTr M TOKYMEHTOB CETOTHS YK€ HUKOT0 He YAUBUIIIb, HO C pa3BUTHEM MHTEPHET-
TEXHOJIOTUH 3JI0YMBIIIICHHUKH NTEPEMECTHIIUCH B UHTEPHET, U MPOIOIDKAIOT 3aHUMATHCS «TFOOUMBIM»
nenoM. Tak mosBHIIack HOBas yrpo3a: HMHTEPHET-MOLIEHHIYECTBA WM (DUILIUHT, TJIaBHAS 1eJIb KOTOPOTo
COCTOHT B ITOJTy4EHNH KOH(PHICHINATBHBIX JaHHBIX IT0JIb30BaTENICi — JIOTHHOB 1 maposeil. Ha
aHrIMicKoM s3bike phishing unraercst kak guuuHr (ot fishing — preiOHas 0B, password — maposs).

OcHoBHbBIE cOBeThI 10 0opble ¢ GUIINHIOM:

e Crnenu 3a CBOUM aKKayHTOM. Ecii ThI mo103peBaetiib, 4TO TBOSI aHKeTa Oblila B3JIOMaHa, TO
HE00X0AMMO 3a0JIOKUPOBATh €€ M COOOLTUTH aIMUHUCTPATOPaM pecypca 00 3TOM KaKk MOYKHO
CKOpEEe;

e Vcmonp3yii 6e30macHbIe BEO-CAlThI, B TOM YHCIIe, MHTEPHET-MAara3uHOB U MOMCKOBBIX CHCTEM;

o Ucnonp3yii ciioskHbIe ¥ pa3Hble Tapoiau. TakuMm o0pa3zom, eciiu Te0s1 B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKH MOJTy4aT AOCTYI TOJIBKO K OJHOMY TBOEMY NPO(DUIIO B CETH, & HE KO BCEM;

e Ecnu te0s B3moManu, To HEOOXOAUMO MPEIYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE 100aBIIEHBI Y
T€0s B IPY3bsX, O TOM, UTO T€OS B3JIOMAJHU U, BO3MO>KHO, OT TBOETO UMEHU OYAET pacchuiaThbCs criaM
Y CCBUIKM Ha (PUIIIMHTOBBIE CANUTHI;

e YcranoBu HaaexHbIN 1apoiib (PIN) Ha MoOUIBHEI TenedoH;
o OrxirOYM COXpaHEeHHE Mapossi B Opaysepe;

e He otkpsiBaii ¢aitisl U ApyTrrUe BIOKEHUS B MUChMaX JIa)Ke €CJIM OHU MPUIILIA OT TBOUX JIPY3CH.
Jlydie yTOYHH y HUX, OTIIPABIISUIN JIU OHU TeOe 3TU (aiiiibl;

Hudposas penyranus

[udposas penmyranus - 3T0 HETaTUBHAs UJIM MMO3UTHUBHAs HHPOpMaLus B ceTu o Tede. Komnpomerupyromas
uHpopMalKs pa3MelIeHHas B HHTEPHETE MOXKET CEphe3HBIM 00pa3oM OTPa3UTHCS Ha TBOEH peabHOM
xu3HH. «L{udpoBas penmyranusy - 3T0 TBOH UMHJIK, KOTOPBII popmupyercs u3 napopmanuu o Tede B
WHTEepHETE. TBOE MECTO KUTEIHCTBA, yueObl, TBOE (DMHAHCOBOE MOJIOKEHNE, 0COOEHHOCTH XapaKTepa u
pacckasbl 0 OJM3KHUX — BCE ATO HAKAITUBACTCS B CETH.

MHorue nopoCTKH JETKOMBICICHHO OTHOCSTCS K MyOIHKaIy JTUYHON nHpopmauu B IHTepHeTe, He
MOHUMasi BO3MOXHBIX MociencTBU. Thl 1a)ke He CMOXKEIIb 10raaThCcsl O TOM, 4TO doTorpadus,
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pa3MelnieHHas 5 JIeT Ha3al, cTajla MPUYMHOM OTKa3a MPUHATH Te0s Ha padoTy.

KommeHTapuu, pazMenieHue TBoux ¢ororpaduii 1 qpyrue IeHCTBHS MOTYT HE HCYE3HYTh JJaKe TIOCIIe TOTO,
KaK ThI X yIJIWIIb. Thl HE 3HACIIb, KTO COXPAHWII ATY HH(POPMAITUIO, ITOTIajia JTM OHA B TOMCKOBBIC
CHCTEMBI M COXpPaHMJIACh JIH OHA, a TJIABHOE: YTO IMOJAYMAIOT O TeOe OKPYKAIOIIee JIF0IU, KOTOPhIe HAWIYT U
yBUIAT 3T0. HaifTk mH(pOpMAaIIMIO MHOTO JIET CITYCTSI CMOXKET JIF000H — Kak U3 J00PBIX MOOYKISHUM, TaK U C
HaMEpPEHHEM PUIHHUTH BPEA. ITO MOXKET OBITh KTO YTOJTHO.

OcHOBHBIE COBETHI 10 3aIMTe HU(POBOIl penyTaluu:
o [Tlomymaii, mpexxae yem YTo-TO MyOJUKOBATh U MepeaBaTh y ce0s B 0JI0Te WM B COLMAIIBHON CETH;

o B nactpoiikax npoduis ycTaHOBH OTpaHUYECHUS HA IPOCMOTP TBOETO MPOGUIISL U €r0 COIEPIKUMOTO,
caenam ero TOJIbKO «JIJIsl IPy3€en»;

o He pa3memaii 1 He yka3bIBail HH(pOpMAIHIO, KOTOPast MOKET KOT0-JINO0 OCKOPOIATH MIIN OOMKATh.

ABTOpPCKOE IIPaBo

CoBpeMeHHbIE MIKOJILHUKH— aKTHBHBIC TIOJIb30BaTENH IU(POBOTO MpocTpancTBa. OMHAKO JalleKo HE BCe
3HAIOT, YTO MOJE30BaHNE MHOTUMH BO3MOXKHOCTSIMU ITU(POBOTO MUpa TpeOyeT coOI0IeH s TIpaB Ha
WHTEJUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMmuH «HTEIIEKTYyallbHAsi COOCTBEHHOCTh)» OTHOCUTCS K Pa3IMUHBIM TBOPEHHUSM YEIOBEUYECKOTO yMa,
HAYMHAas C HOBBIX N300peTeHU U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha IPOAYKTHI M YCIYTH , U
3aKaH4YMBasi KHUTaMu, pororpadusMu, KHHOPHUIBEMAMH U MY3bIKQTbHBIMH TPOU3BEICHUSMHU.

ABTOpCKHE MpaBa — 3TO MPaBa Ha MHTEIJICKTYAIIbHYIO COOCTBEHHOCTh Ha TIPOU3BEICHUS HAYKH,
JUTEPATyphl U UCKyCCTBA. ABTOPCKHE MPaBa BHICTYNAOT B KAYECTBE rapaHTUU TOTO, YTO
MHTEJUIEKTYaJIbHBIM/TBOPUECKH TPy aBTOpa He OyJeT HalpacHbIM, 1acT €My CIIpaBeIUBbIE BO3MOXHOCTH
3apaboTaTh Ha pe3ysibTaTaXx CBOEro TPyAa, HOJYyYUTh U3BECTHOCTH U Mpu3HaHue. Hukro 6e3 pasperienus
aBTOpa HE MOXKET BOCIIPOU3BOJUTH €TO MPOU3BEACHUE, PACIIPOCTPAHSTDH, TyOJIUYHO IEMOHCTPUPOBATD,
MpoJaBaTh, UMIIOPTUPOBATD, TYCKATh B MPOKAT, MyOJUYHO UCTIOIHSATH, IOKA3bIBATh/UCIIOIHATD B 3UpPe WU
pa3memiath B IHTEpHETE.

Hcnonp3oBanme «mUpaTCKOroy MpOorpaMMHOTO 00ECIIeUeHUST MOKET MPUBECTH K MHOTHM PUCKaM: OT
MOTEPH TaHHBIX K TBOMM aKKayHTaM /10 OJJOKUPOBKH TBOETO YCTPOMCTBA, IJIe YCTAHOBIICHHBIN HE JIeTaabHas
nporpamma. He cTout Taxke 3a0bIBaTh, 4TO CYIIECTBYET JIETAIbHbIC M O€CIIATHBIE MPOTPaMMBbl, KOTOPHIE
MO>KHO HAaMTH B CETH.

O noprane
CereBru4oK.p(h — TBOM TTIaBHBIM COBETYUK B CETU. 371ECh Thl MOXKEIIh Y3HAThH

0 0€30IMaCHOCTH B CETH MOHATHBIM U JIOCTYITHBIM SI3BIKOM, a MPH
BO3HUKHOBEHUHU KPUTHUECKOM CUTYAITMH OOPATUTHCS 32 COBETOM.

OpranuzaTtop npoekra — «biyor mkonpHOro Beesnaiikny www.e-parta.ru
NudopManinoHHO-mI03HABATEIBHBIN TTOPTA IJIs1 TOJIPOCTKOB.

[Tpu nmoxnepxku HIT «JIura 6e3onacuoro narepHeran, ['ocynapcreennas Jlyma PO u Coser denepanun
P®. [IpoeKkT NMeeT MONOKUTENBHOE SKCIEPTHOE 3aKiIioueHne MuHIcTepeTBa 00pazoBaHus U Hayku PO
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